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Boston Consulting Group partners with leaders

in business and society to tackle their most
important challenges and capture their greatest
opportunities. BCG was the pioneer in business
strategy when it was founded in 1963. Today,

we work closely with clients to embrace a
transformational approach aimed at benefiting all
stakeholders—empowering organizations to grow,
build sustainable competitive advantage, and
drive positive societal impact.

Our diverse, global teams bring deep industry and
functional expertise and a range of perspectives
that question the status quo and spark change.
BCG delivers solutions through leading-edge
management consulting, technology and design,
and corporate and digital ventures. We work in a
uniquely collaborative model across the firm and
throughout all levels of the client organization,
fueled by the goal of helping our clients thrive and
enabling them to make the world a better place.

The Association represents its members before
regulators around the world, holds bi-annual
conferences and regional meetings, conducts
research on the credit portfolio management
field, and works with other organizations

on issues of mutual interest relating to the
measurement and management of portfolio risk.

There are 124 financial institutions worldwide
that are members of the IACPM. These
institutions are based in 26 countries and include
many of the world’s largest commercial wholesale
banks, investment banks and insurance
companies, as well as a number of asset
managers.

Today credit market conditions, and new
regulations, are shaping the financial services
industry. The discipline of credit portfolio
management is evolving within firms to include
the measurement and management of credit risk
at the enterprise level, in addition to execution of
risk mitigation strategies in credit markets.

CPM has increasing linkages with: front-end
credit originators; the setting of risk appetite and
limit structures; funding and liquidity for the firm;
and management of counterparty risk. CPM is
also expanding coverage of credit assets beyond
investment grade and leveraged to include
middle market and retail, as well as in some cases
bonds and other credit-sensitive instruments.

The IACPM recognizes the unique and evolving
role of credit portfolio managers in today’s
financial environment, and offers an excellent
forum through which these issues can be
identified, understood and addressed.
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Non-Financial Risks Are Big and Getting Bigger

$23 Climate change/ESG
Estimated annual losses if temperatures rise

trillion by more than 4°C over the next 80 years

$120 Reputational risk
Drop in one company's market cap after data
billion privacy issue disclosures

Cyber risk
Estimated cost of cyber crime
(1% of world GDP)

Technology and digital disruption
Share of bank revenues, depending on segment,
at risk from digital disruption by 2025

Pandemics and natural disasters
World Bank estimate of potential drop in GDP

Source: BCG; Citi; McAfee; AGU Research; Washington Post; FT; Ivey Publishing; IMF; World Bank; WSJ; lowa State University; PWC.
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aspect of business, financial, and human activity—

as the pandemic has made all too clear. Now, top
executives and boards of directors want to know their
institutions’ full risk profiles and which exposures need
active management. For those charged with managing the
credit portfolio, identifying, measuring, and managing
non-traditional risks (which we define as those generally
not categorized as credit risk, market risk, interest rate risk
in the banking book, or liquidity risk) has gained consider-
able urgency.

l ' nanticipated events can wreak havoc across every




Against this backdrop, BCG and the International Associa-
tion of Credit Portfolio Managers (IACPM) surveyed finan-
cial institutions around the world about their practices and
aspirations for managing the non-financial risks in their
credit portfolios. (See Exhibit 1.) To focus the study, we
prioritized five key risks—climate change and ESG (envi-
ronmental, social, and governance) risk, reputational risk,
cybersecurity, technology disruption, and pandemics and
natural disasters. These selections were confirmed by the
respondents themselves as the top non-financial risks that
their institutions face. (See Exhibit 2.)

The survey results yielded several important observations
and insights about the accelerated evolution of the credit
portfolio management (CPM) function. CPM has gained
greater influence over the balance sheet and underwriting
by expanding its mandate to include analysis and manage-
ment of non-financial risks. While the majority of surveyed
institutions have begun to develop governance, risk man-
agement frameworks, and analytics for the non-financial
risks in their portfolios, few believe their capabilities have
reached the necessary level of maturity and sophistication.
Institutions recognize the importance of improving their
ability to perform risk identification, of understanding
better how risks affect their business, and of creating
analytics and reporting around non-financial threats.

Exhibit 1 - The Survey Covered 45 Banking Institutions Worldwide
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Exhibit 2 - Respondents Confirmed the Top Five Non-Financial Risks
Chosen by the BCG-IACPM Working Group

Share of respondents who cited the risks below (%)

Climate change/ESG

Pandemics and natural disasters
Information security and cyber
Reputational risk

Tech. innovation/digital risk
Strategic risk

Conduct

Technology and transformation risk
Model risk

Regulatory compliance and change
Data management

Financial crime

Business continuity

External fraud

People / HR

Third party

Source: BCG-IACPM 2020 Survey.

The key challenges identified by the survey relate to the
difficulty in quantifying non-financial risks and the com-
plexity of incorporating them into the existing risk manage-
ment and risk appetite frameworks. This report will explore
the various ways institutions are responding to these chal-
lenges and redefining best practice in non-financial risk
management.

A Wakeup Call from COVID-19

The pandemic struck just as we were beginning the survey
in early 2020, which gave us a live window into how CPM
and risk management functions reacted to actual—and
substantial—risk. While COVID-19 temporarily shifted
institutions’ focus away from their overall strategic road-
maps for non-financial risk management, we found that
their appreciation and support for further investment in
this area increased overall.

40 50 60 70 80

Partly as a result of COVID-19, the CPM function has
emerged as a center for action and thought leadership—
and has gained significant influence in helping businesses
navigate the recent market turmoil. Using scenario analyt-
ics and modeling enhancements, CPM functions have
provided insight into sectors and client segments that face
increasing risks. These functions have also served as im-
portant coordinating hubs and links among their financial
institutions’ business units, capital management, finance
functions, and risk management. The experience from the
current pandemic, coupled with anticipated longer-term
trends, signals the need for an accelerated expansion of
risk-management practices with respect to non-financial
risks.



CPM Takes the Lead

While most institutions view the management of non-fi-
nancial risks as a shared capability among different groups,
we observed the CPM function often taking the lead in
helping shape and prioritize such efforts. Risk managers
and others in the first line of defense are not idly waiting
for robust quantification of risks before taking action; they
are aggressively collecting data to further understand
those risks, refining their estimation methodologies, and
making investments in non-financial risk capability build-
ing. At many institutions, CPM advocacy is helping to
shape underwriting decisions.

Among the investments that institutions are making in
improving CPM are:

« Establishing a formal operating model and governance
over these risks—using, for example, a center of excel-
lence or management forum, and hiring expertise

o Advancing qualitative views of the risk as a bridge to
firm-specific risk estimates, often at the sector level

Enhancing (or creating) playbooks to deal with new
emergences of non-financial risk, defining and aligning
first- and second-line-of-defense roles and responsibilities

Clarifying and agreeing on risk taxonomies
Aligning on firmwide data models

Digitizing and automating new risk data-acquisition
efforts

Putting in place new risk-rating approaches that capture
non-financial risks

Developing scenario analyses to inform senior manage-
ment of potential concentrations and provide insight
into appropriate risk mitigation



The credit portfolio management
function has emerged as a center
for action.



Risks on
the Rise

nstitutions have improved their management capabilities

with respect to such risks as cyber security and technolo-

gy; still, there is not a great deal of clarity in the industry
on what constitutes best practice for tracking how non-fi-
nancial risks manifest in the portfolio (via the underlying
companies) or how such risks should be managed.

Our survey found that some regions appear to have invest-
ed more in certain types of non-financial risk management
capabilities. Europe, as many might expect, leads in cli-
mate risk management, especially given the advancement
of supervisory guidance in this area. Capabilities for non-fi-
nancial portfolio risks in APAC are relatively more nascent
than other regions; APAC institutions have also made
fewer investments in the area of pandemic-related risk.
Respondents in APAC and the Americas highlighted their
intentions to prioritize climate change and digital disrup-
tion—and to catch up with their European counterparts.
Heightened attention on non-financial risks among super-
visors worldwide is perhaps part of the reason for this
convergence.

NON-FINANCIAL RISKS RESHAPE BANKS’ CREDIT PORTFOLIOS




As it turns out, size is not necessarily a good determinant
of whether an institution takes a particular non-financial
risk seriously—institutions of all sizes noted a strong
desire to invest in their non-financial risk capabilities. The
digitization and automation of risk management has also
eased the identification, inventorying, and tracking of these
risks (just as the risks themselves have become faster to
manifest).

The impact of COVID-19 and the rapidly expanding con-
cern over climate change have emphasized the need to
more fundamentally rethink how to deal with emerging
threats—particularly with respect to the expertise base
and operating models used to manage portfolio risks.
There is wide consensus on the top risks, all of which are
seen as having the potential today to be sources of large
unexpected losses and to even present systemic challeng-
es. But concern is not limited to the “big five.” The survey
found that banks also see a “fat tail” of a dozen or more
other risks. The relatively heterogenous list reflects the
complexity of today’s market and business environments,
and shows that institutions are aware that risks can arise
from different circumstances and timeframes.

A Troubling Readiness Gap

The significant gap between respondents’ current and
targeted non-financial risk management capabilities is a
serious issue. On a 1 to 5 scale, with 5 being the most
developed state, respondents’ target state averaged about
4, which is good news. But their current level of maturity
averaged about 2.5, leaving plenty of room to improve. (See
Exhibit 3.) The widest gap is in climate change, while the
smallest is in reputational risk.

We asked respondents to name their motivations for im-
provement. Four of the five most-cited factors reflected
internal recognition of the need to improve risk-manage-
ment capabilities; regulatory pressure was cited by less
than half of the respondents. Institutions clearly see non-fi-
nancial risks as an economic issue as well as a regulatory
imperative.

Exhibit 3 - Institutions Want to Improve Their Non-Financial Risk

Management Capabilities

Average gap between companies'
current and target states for
managing the five leading risks...
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5

4
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Reputation Pandemic

B Target M Current

Source: BCG-IACPM 2020 Survey.
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Note: 5-grade scale corresponds to the following level of capabilities: 1=Emerging, 3=Functional, 5=Advanced.



The Pandemic Effect

Generally, survey respondents felt that CPM functions are
emerging from the evolving COVID-19 crisis with elevated
reputation and credibility. The functions have performed
well in dealing with the heightened expectations placed
upon them, including increased demands for risk analytics,
scenario analysis, sector insights, and coordination be-
tween the front office and risk and finance functions. Two-
thirds of respondents felt that the pandemic has materially
altered the role of CPM, with many firms achieving closer
integration between CPM and teams such as treasury and
finance and the business units.

COVID-19 has also affected CPM’s core mandate, roles,
and responsibilities. There is more coordination with work-
ing groups from other functions and with senior leaders
across the firms surveyed. Institutions are using more
forward-looking analytics to anticipate future challenges
and their potential impact on portfolios, and they are
integrating analytics into their risk mitigation strategies.
There is a generally more preemptive approach to manag-
ing emerging risks and performing “what if” or pro forma
analyses. More institutions are integrating groups across
the first and second lines of defense for risk monitoring,
credit action approvals, and pricing.

Specifically, respondents said that COVID-19 has changed
how CPM manages non-financial risks in the following
ways:

e The governance structure over non-financial risks has
been strengthened

« Non-financial risks are now integrated into more bot-
tom-up stress tests of the loan portfolio

e Institutions have increased the speed, frequency, and
depth of credit risk assessments, triaged via sector risk
levels

o Institutions are focusing on a wider array of risks and
vulnerabilities in customers’ business models, continuity
planning, and supply chains, looking expressly for lack of
resilience

« Institutions have greater awareness of cyber risks faced
by customers (employees working from home, for exam-

ple)

o Institutions are making greater investment in digitiza-
tion and tracking real-time information flows

Overall, at most institutions CPM is increasingly involved
in strategic questions as well as issues of credit policy, risk
appetite, and credit decisioning. This expanded role, many
felt, has the potential to continue after the COVID-19 crisis
recedes.



There may never be a better time
for banks to enhance their
non-financial risk capabilities.



° nstitutions cite a significant handful of common chal-
re a ] n g OW n lenges in assessing and managing non-financial risks.

(See Exhibit 4.) Almost all point to the short history and

° emerging nature of these risks, which make them hard to

t h e Re ad 'I n e S S quantify. Banks are often challenged by how to adjust
traditional tools, such as risk ratings, when they lack suffi-
cient data to develop different assessments of the probabil-
ity of default—or of loss given default—even when they

a e n ge S have an opinion on the extent of the risk. “Quantification is

the key difficulty which drives all other difficulties,” one
respondent said.

NON-FINANCIAL RISKS RESHAPE BANKS’ CREDIT PORTFOLIOS




Exhibit 4 - The Top Challenges for Institutions Seeking to Address

Non-Financial Risks

Share of respondents who cited the challenges below (%)

Risk hard to quantify
Complexity of integration

No articulated appetite

Lack of understanding

Lack of incentives

Lack of organizational support

Lack of regulatory support

Source: BCG-IACPM 2020 Survey.

The complexity of integrating non-financial risks into the
existing risk management framework is a significant hur-
dle, one that requires more work on taxonomies and gover-
nance. Policies, procedures, and even first-order risk identi-
fication need thoughtful (and continuous) updating. Even
with the growing appreciation of non-financial risks, four
out of five survey respondents cited the lack of integration
of such risks into the risk appetite—although banks are
working hard to change this, starting with risk identification
and education efforts. “We do spend a lot of time trying to
educate our colleagues around these non-financial risks,” a
risk manager told us. “We feel it’s time well spent.”

40 50 60 70 80 90 100

This issue ties back to the first challenge—the difficulty in
quantification—and leads to a Catch-22. In some instanc-
es, such as those related to reputation risk, it may be easy
to create a threshold at which an institution rejects or
dismisses a borrower or counterparty outright. But it is
much harder to define sufficient granularity of analysis, or
shades of grey, for such factors as pricing and risk rating
adjustment—or to provide guidance on how to adjust the
amount of reputation-risk exposure the bank can bear in
the portfolio as a whole. At the same time, when a risk is
not specified within the risk management framework,
there can be less incentive to do the hard, expensive, and
necessary work of data collection and quantification—
which is what enables understanding the risk in the first
place.

Underscoring this point, our survey found that lack of
understanding and lack of clear incentives round out the
top five risk-specific challenges. “I'm surprised not to see
more highlighting the lack of incentives,” one respondent
told us. “Incentives are everything.”



Moving Up the Maturity Curve Governance and Operating Model. Respondents report-
ed their institutions falling into one of three stages of

With the increasing focus on non-financial risks, how do operating model maturity (see Exhibit 6):

institutions raise their risk mitigation and management

capabilities to the next level? We asked survey respondents o Emerging. Non-financial risks are managed as a

to rate their current capabilities on three dimensions: second-line responsibility, rather than integrated into
governance and operating model, risk management frame- strategic choices

work, and data and analytics. We found that current capa-

bilities are low but that aspirations are realistic: institu- « Developing. Non-financial risks are coordinated by a
tions are targeting the possible and not trying to achieve group that crosses the first and second lines of defense

perfection right away. (See Exhibit 5.)
o Integrated. Non-financial risks and strategy are inte-
Among capabilities, the widest current-to-target gaps are in grated fully, with expertise throughout the organization
risk management frameworks and data and analytics.
Large and smaller institutions show similar profiles on this
front, while APAC trails other regions in current maturity.
In terms of risk categories, the biggest perceived gap is in
climate and ESG-related risks.

Exhibit 5 - Current Capabilities Are Low but Aspirations Are Realistic

Average gap between institutions' current and target capabilities

By region By NFR category
1 2 3 4 5 1 2 3 4 5
‘ ‘ ‘ ‘ Climate/ESG
APAC | 135 Tech/digital 3

Americas Pandemic
EMEA Information security

Reputation

. Gap to Target . Gap to Target
By risk management area By asset size
1 2 3 4 s 1 2 3 4 5
Data and analytics | Under $500 billion N 110 B
Risk framework g g } 3 | 5
Governance Over $500 billion
. Gap to Target . Gap to Target

Source: BCG-IACPM 2020 Survey.

Note: 5-grade scale corresponds to the following level of capabilities: 1=Emerging, 3=Functional, 5=Advanced.



Exhibit 6 - The Three Stages of Operating Model Maturity for Non-

Financial Risk Management

NFR managed in 2nd level of
defense, not integrated into
strategic choices of defense

Relationship Management

NFR coordinated by a group
that crosses 1st and 2nd levels

Relationship Management

NFR (and strategy) integrated fully

Relationship Management

Busir!ess Underwriting Underwriting Underwriting
functions
Credit Portfolio Management Credit Portfolio Management Credit Portfolio Management
_____________________________________________________ N R INRR
Cok Hub
o L4 -
Credit Risk Management Credit Risk Management : Credit Risk Management
1‘R|.1]rs1iétions Operational Risk Management Operational Risk Management : Operational Risk Management
Other Other : Other
° :
[ i

Nascent NFR capability
Growing NFR capability
Mature NFR capability

Source: BCG-IACPM 2020 Survey.

For all non-financial risks other than climate change and
ESG, we found that approximately 50% of institutions
identified themselves as having only emerging operating
models. About a quarter of institutions reported having an
integrated operating model, where the required expertise is
part of each team in the first and second line of defense.
The remaining firms saw themselves as having a develop-
ing operating model—that is, they are making progress in

: When developing, the center of :
. excellence coordinates all NFR !
| management, serving as an

\ expertise and resource center

: When fully mature, the center
i of excellence transitions to a
i project-management hub

building capabilities, which are typically coordinated by a
center of excellence or similar body. Climate change mod-
els are more advanced; with respect to this risk, the majori-
ty of institutions report a developing or integrated model.
Meanwhile, we found significant regional variations in
operating model maturity for addressing climate and
pandemic-related risk. (See Exhibit 7.)



Exhibit 7 - Operating Models Are Moving Toward the “Integrated”
Target State, Though with Significant Regional Variations

Share of institutions at each stage of maturity
for the risk categories below (%)

Pandemic 55 19
Reputation 45 24
Information security 45 29
Tech/digital 40 36

Climate/ESG

B Emerging B peveloping [l Integrated

Source: BCG-IACPM 2020 Survey.

Risk Management Framework. In the absence of robust
risk-quantification capabilities, respondents reported two
increasingly popular approaches for incorporating non-fi-
nancial risks into their risk management frameworks. First,
institutions are creating integrated qualitative-quantitative
approaches for managing risk (as opposed to purely quan-
titative), although it merits noting that almost a third of
respondents do not yet explicitly consider three major cate-
gories of non-financial risk—pandemics, cybersecurity, and
technology—in their credit portfolio risk-management
framework. (See Exhibit 8.)

These qualitative-quantitative views are based on sector
analyses that often involve a more granular look at sectors
and subsectors than those traditionally taken by CPM,
which have typically assumed that all companies in a
particular Global Industry Classification Standard code are
the same. The qualitative-quantitative approach examines
each non-financial risk individually and begins to manage
the portfolio accordingly.

m ------------- i and Canada for
. climate risk

. US and Canada Share of institutions
seem to have reporting integrated
adapted to operating models (%) :
pandemic risk :
management
faster

: 38
31 : . EX
. Americas EMEA  APAC

.....................................................

26

EMEA and Share of institutions
24 : o

: APAC banks reporting integrated

. have a clear operating models (%)

lead over US

Americas EMEA  APAC

For example, when analyzing potential sources of portfolio
risk from the pandemic, institutions are seeking to look
beyond the expected winners and losers in each sector and
uncover narrative connections between the evolution of
COVID-19 and future business prospects—rather than
waiting for financial statement data to input into credit
models. To do so, institutions are using sector analyses
that look for relationships among predicted patterns in
unemployment, reduced spending, and lost revenue for
their borrowers. While previous predictive models used
sector-level cyclical stress factors to forecast higher losses,
banks have found that they could not usefully assume that
an entire industry would suffer equally from the impact of
COVID-19. Instead, leading institutions are digging deeper
into subsectors to identify differentiable risk factors. In the
transportation sector, for instance, this analysis has led to
the discovery of resilience in the markets for commercial
haulage and used cars.



Exhibit 8 - The Integration of Non-Financial Risks Often Involves
Both Qualitative and Quantitative Metrics

Level of incorporation into institutions' risk-management frameworks, by risk category

Share of respondents(%)

Pandemic 34 20 41 B
Tech/Digital 33 14 41 12
Information Security 28 17 43 12

Climate/ESG 17 17

Reputation 17

W Not considered

Source: BCG-IACPM 2020 Survey.

W Implicit

‘

57

67

B Qualitative [l Quantitative

Note: “Implicit” indicates that the metric measuring a non-financial risk is managed through that of another existing risk.

Second, the matrixing of various non-financial risk factors
yields insights for managing overall risk. The pandemic
accelerated the risk of digital disruption for many borrow-
ers, not to mention entire industries; for some firms, how-
ever, this was also an opportunity if handled well. Recog-
nizing this dynamic, some leading institutions were
sufficiently nimble to set up ad-hoc teams to help loan
officers identify borrowers at risk of digital disruption from
the pandemic—perhaps because of dependence on foot
traffic or in-person delivery of a service—and assist these
borrowers in managing their exposures or encouraging
(through targeted credit offers) increased investment in
e-commerce capabilities.

Even without the effects of the pandemic, it’s clear that
portfolio management can take a similar approach to
making granular sector-based assessments of the potential
for digital disruption risk—and perhaps climate, reputa-
tional, and cyber risk as well. This would be a useful first
step toward adjusting the traditional inputs (or model
outputs) used for credit decision making and loan pricing.
Take the example of the power-generation sector with
regards to climate risk. Banks are taking steps to ensure
that upgrades or downgrades are based on specific assess-
ments of each borrower’s exposure to physical and transi-
tion risks; utilities that are working to increase their resil-
ience to rising wildfire risk, for example, or reducing their
reliance on coal while increasing investments in renewable
power sources, may have lower default risk in the long run.



Data and Analytics. Our survey found widespread materi-
al gaps in the use of customer or counterparty non-finan-
cial risk data points in the credit rating process. The lack of
reliable data sources and specific risk-factor taxonomies
hinder wide use of analytics for non-financial risk identifi-
cation, assessment, and management. In fact, only about
10% of respondents had enough quantitative data to include
NFRs in their underwriting process; about 40% supplement
non-financial quantitative data with other sources, primarily
benchmarks and external risk ratings. (See Exhibit 9.)

We also observed a need to better incorporate non-finan-
cial risks in stress tests. With the exception of pandemics,
most financial institutions do not regard the five non-finan-
cial risks surveyed as “very material” to their stress tests.
(See Exhibit 10). Less than 20% regard them as somewhat
material. This is changing, as the development of stress
scenarios is increasingly recognized as a powerful tool for
incorporating emerging risks into the risk management
framework—even in the absence of a long history of
risk-related losses. Institutions do this by developing scenar-
io narratives that describe potential losses and defining the
processes through which the risks can be best estimated.

Exhibit 9 - Data Limitations Force Institutions to Rely on Other

Sources to Assess Non-Financial Risks

Do you have enough quantitative data to include NFRs in the underwriting process?

Share of respondents(%)

Tech/Digital 38 7 33 12 7
Information Security 36 38 10 5
Reputation 19 7 45 10 17
Pandemic 17 12 45 17 7
Climate/ESG 12 38 p | 14 12
Il \o/Other B No, but we are working on it B No, but we use expert judgment as adjustment/override

B No, but we do rely on external data Yes

Source: BCG-IACPM 2020 Survey.



Exhibit 10 - Pandemics Are Seen as the Most Material Risk in
Stress Tests

Share of respondents(%)

Pandemic

|2 L2
Tech/Digital 60 26 14

B Stress testing not used B Somewhat material/ Not material B Very material/ Material

Source: BCG-IACPM 2020 Survey.



The pandemic has highlighted
the need to play offense

as well as defense in managing
non-financial risks.
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tions to play offense as well as defense when it

comes to managing non-financial risks. The industry
has been forced to catch up fast to an unforeseen crisis
that morphed rapidly out of control—and it needs to get
its collective arms around the other types of risk that pose
growing threats to profitability and even stability. Despite
the challenge of quantifying and articulating non-financial
risks, most institutions are making headway, using many
approaches and tools, often with the encouragement and
support of regulators. Many are trying to establish best
practice before the next crisis occurs.

The pandemic has highlighted the need for institu-




The quantification challenge for non-financial risks calls for
a measured and targeted approach to phasing in what
might otherwise be a disruptive effort. Institutions are
pursuing a variety of initiatives to improve their capabilities
in each of three capability domains. These include the
following:

Governance:

o Educate the business, board, and audit function on the
need for credit portfolio management of non-financial
risks

o Advocate qualitative-driven portfolio strategies (such as
sector guardrails) that recognize non-financial risks as a
source of concentration risk

o Create centers of excellence for non-financial risk to
leverage and coordinate existing knowledge and build
new capabilities

o Develop incentives recognizing non-financial key risk
indicators (such as risk versions of ESG targets)

« Develop quantitative non-financial risk limits, such as
enhanced sector limits

Risk Management Framework:

e Develop CPM “wartime” playbooks and capabilities to
manage non-financial risk concentrations

o Design early-warning indicators to monitor emerging
non-financial risks

o Develop industry-sector views on non-financial risk
exposures

o Develop risk taxonomies aligned between first and sec-
ond lines of defense

 Incorporate non-financial risk impact into rating and
pricing models

Data and Analytics:

o Develop data models for non-financial risks leveraging
alternative, low-latency sources

o Better integrate non-financial risks into existing risk
management dashboards

« ldentify new internal and external non-financial risk
sources to improve data value

o Use advanced analytics to enhance non-financial risk
monitoring and forecasting

e Develop scenario analysis capabilities to assess non-fi-
nancial risk impact on portfolios

Each institution is different, and its way forward will require
a tailored approach that takes into account its complexity,
business model, risk appetite, and client base. Such an
approach will also reflect the institution’s prior investment
in risk management, technological debt, and competitive
position. But implementation can be guided by a roadmap
that considers each initiative’s projected impact and the
effort required to put it in place. (See Exhibit 11.)

In terms of building a roadmap, we recommend two paral-
lel courses. The first involves solving the risk-quantification
challenge with new data and new efforts at developing the
necessary analytics. The second, and perhaps more import-
ant, step is to stand up an appropriate governance for
non-financial risks, and make the concomitant adjust-
ments to the existing institutional risk-management frame-
work.



Exhibit 11 - Key Recommendations for Credit Portfolio Management

of Non-Financial Risks

No-regret moves

G Educate business, board, and audit function

a Ensure governance over risks is clear

Tactical wins

Value priority

e Develop playbooks to deal with sudden
concentrations of NFRs

° Develop granular sector-based
house views of risk

Strategic capabilities
o Develop highly repeatable scenario-analysis

capabilities

e Develop qualitative adjustments to pricing
and ratings

Investing for the long-term

e

a Architect and strengthen data collection
efforts

o Implement enhanced limits and incentives

Effort to implement

Source: BCG analysis.

CPM teams can help their institutions move beyond a pure
risk-reduction mindset, and toward adding broader busi-
ness value, by using the rising awareness of non-financial
risks as a catalyst for development of new credit offer-
ings—especially in circumstances where the customer has
less risk than the portfolio average. To give one example,
many institutions are now approaching existing clients
that they deem to have high risk from climate change and
offering sustainable-finance solutions to help them transi-
tion effectively and efficiently to lower-carbon ways of
doing business. For the increasing numbers of companies
making commitments towards “net zero,” such offerings
have become all the more urgent.

Outside of the climate arena, institutions are asking cus-
tomers to take on more digital ways of doing business and
to strengthen their supply chains—all as part of a more
typical package of advice on how those customers can keep
within their covenants and reduce their credit riskiness.

or CPM functions, there may never be a better time to

lead efforts to enhance their capabilities with respect to
non-financial risks. This is a rare moment when executive
focus, regulatory scrutiny, and the potential for value cre-
ation—or the prevention of value destruction—come into
alignment. The potential steps to improve institutions’
capabilities are increasingly well-established, even if whole-
sale changes to quantification methodologies cannot be
fully adopted until data challenges are addressed. The way
forward is clear, and institutions need to move now to
structure programmatic, coordinated approaches that will
strengthen their positions in the years to come.



About the Authors

Kenneth Wee is an associate director in the New York
office of Boston Consulting Group. You may contact him by
email at wee.kenneth@bcg.com.

Kirill Katsov is a partner and associate director in the
firm’s New York office. You may contact him by email at
katsov.kirill@bcg.com.

Acknowledgments

The authors wish to thank Anand Kumar, Duncan Martin,
Miguel Saez, and Neha Sharma for their insights and
assistance.

Chi Lai is a partner and associate director in BCG’s New
York office. You may contact him by email at lai.chi@bcg.
com.

Zubin Mogul is a managing director and partner in the
firm’s New York office. You may contact him by email at
mogul.zubin@bcg.com.

For Further Contact

If you would like to discuss this report, please contact the
authors. For more information on IACPM, please contact
one of the officers below.

Som-lok Leung
Executive Director
somlok@iacpm.org

Marcia Banks
Deputy Director
marcia@iacpm.org

Juliane Saary-Littman
Director, Research
Jjuliane@iacpm.org


mailto:wee.kenneth%40bcg.com?subject=
mailto:katsov.kirill%40bcg.com?subject=
mailto:lai.chi%40bcg.com?subject=
mailto:lai.chi%40bcg.com?subject=
mailto:mogul.zubin%40bcg.com?subject=
mailto:somlok%40iacpm.org?subject=
mailto:marcia%40iacpm.org?subject=
mailto:juliane%40iacpm.org?subject=

For information or permission to reprint, please contact BCG at permissions@bcg.com.
To find the latest BCG content and register to receive e-alerts on this topic or others, please visit bcg.com.
Follow Boston Consulting Group on Facebook and Twitter.

© Boston Consulting Group 2021. All rights reserved.
4/21








